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Abstract

Cryptographictransformationsarea fundamentalbuild-
ing block in many securityapplicationsandprotocols.
To improve performance,several vendorsmarket hard-
wareacceleratorcards.However, until now nooperating
systemprovidedamechanismthatallowedbothuniform
andefficient useof this new typeof resource.

We presentthe OpenBSDCryptographicFramework
(OCF), a servicevirtualization layer implementedin-
side the kernel, that providesuniform accessto accel-
erator functionality by hiding card-speci�c detailsbe-
hind a carefully-designedAPI. We evaluatethe impact
of theOCFin a varietyof benchmarks,measuringover-
all systemperformance,applicationthroughputandla-
tency, andaggregatethroughputwhenmultiple applica-
tionsmakeuseof it.

We concludethat theOCF is extremelyef�cient in uti-
lizing cryptographicacceleratorfunctionality, attaining
95% of the theoreticalpeak device performance,and
over 800 Mbit/sec aggregate throughputusing 3DES.
Webelievethatthisvalidatesourdecisionto optfor ease
of useby applicationsandkernelcomponentsthrougha
uniform API, and for seamlesssupportfor new accel-
erators. Furthermore,our evaluationpoints to several
bottlenecksin systemandoperatingsystemdesign:data
copying betweenuserandkernelmodes,PCIbussignal-
ing inef�ciency, protocolsthatusesmalldataunits,and
single-threadedapplications. We offer several sugges-
tionsfor improvementsanddirectionsfor futurework.

1 Intr oduction

Today's computingsystemsare used for applications
suchaselectroniccommerce,tele-collaborationof vari-
oustypes,andevolving peer-to-peersystems,oftencon-
taining sensitive information. Security in thesesys-
temsdependsonseveralmechanismsthatutilize crypto-
graphicprimitivesasa basicbuilding block. Suchcryp-
tographicprimitives can be very complex [2] because

the designof thesesystemsis intendedto impedesim-
ple,brute-force,computationalattacks.Thiscomplexity
drivesthebelief thatstrongsecurityis fundamentally in-
imical to goodperformance.

This belief hasled to thecommonpredilectionto avoid
cryptographyin favor of performance[22]. However,
the foundationfor this belief is often software imple-
mentation[8] of algorithmsintendedfor ef�cient hard-
ware implementation. To addressthis issue,vendors
have beenmarketing hardware cryptographicacceler-
ators that implementseveral cryptographicalgorithms
usedby securityprotocolsandapplications.However,
modernoperatingsystemslack the necessarysupport
to provide efficient accessto suchfunctionality to ap-
plications and the operatingsystem itself through a
uniform API that abstractsaway device details. As
a result, acceleratorsare often used directly through
libraries linked with applications,typically requiring
device-speci�cknowledgeby theapplications,andpre-
ventingtheoperatingsystemitself from easilyutilizing
suchhardware.

We presentthe OpenBSDCryptographicFramework
(OCF),aservicevirtualizationlayerimplementedinside
the kernel, that providesuniform accessto accelerator
functionality by hiding device-speci�c detailsbehinda
carefully-designedAPI. The abstractionintroducedal-
lowsusto easilysupportnew hardwareacceleratorsand
enableapplicationsto useany suchacceleratorwithout
device-speci�cknowledge.Furthermore,this intermedi-
atelayerdoesnotundulyimpactperformance,asiscom-
mon whensuchabstractionsare introduced. The OCF
hasbeenin usewith OpenBSD[5] for over threeyears
andhasprovenstableandef�cient in practice.It offers
featuressuchasload-balancingacrossmultiple acceler-
ators, sessionmigration, and algorithm chaining. We
describethe changeswe madeto the OpenBSDkernel
andapplicationsto take advantageof the OCF. In pre-
viouswork [18] we presenteda preliminaryanalysisof
theimpactof hardwareaccelerationonnetwork security
protocols,without describingthe OCF itself in any de-
tail. Here,weevaluatetheimpactof theOCFin avariety
of micro-benchmarks,measuringoverall systemperfor-



mance,applicationthroughputand latency, andaggre-
gatethroughputwhenmultipleapplicationsusetheOCF.

Ourevaluationshowsthat,despiteits additionin thesys-
tem asa device/servicevirtualizationlayer, the OCF is
extremely ef�cient in utilizing cryptographicaccelera-
tor functionality, attaining95% of the theoreticalpeak
device performance.In anothercon�guration, we were
able to achieve a 3DES aggregatethroughputof over
800 Mbps, by employing a multi-threadedapplication
and load-balancingacrossmultiple accelerators.Fur-
thermore,useof hardwareacceleratorscanremovecon-
tentionfor theCPUandthusimproveoverall systemre-
sponsivenessandperformancefor unrelatedtasks.Our
evaluationallowedusto determinethatthelimiting fac-
tor for high-performancecryptographyin modernsys-
tems is data copying and the PCI bus. Furthermore,
small data-buffers should be processedin software if
possible,freeinghardwareacceleratorsto handlelarger
requeststhat betteramortizethe systemandPCI trans-
actioncosts.On theotherhand,multi-threadingresults
in increasedutilizationof theOCF, improvingaggregate
throughput.Wemakerecommendationsfor futuredirec-
tions in architecturalplacementof cryptographicfunc-
tionality, operatingsystemprovisions, and application
design,anddiscussseveral improvementsandpromis-
ing directionsfor futurework.

The framework has been in use with IPsec since
OpenBSD2.8, althoughit continuesto evolve in re-
sponseto new requirements.Public-key supportandthe
/dev/crypto interfacewereintroducedin a laterversion.
TheOCFhasalsobeenportedto FreeBSDandNetBSD,
andweareworking onWindowsandLinux versions.

Paper Organization Section2 discussesrelatedwork.
Section3 describesthe OCF's designandimplementa-
tion, while Section4 discussesits useby varioussub-
systemsand applications. In Section5, we evaluate
the framework's performance,anddiscusssomeof the
resultsandpotentialimprovementsand future work in
Section6. Section7 concludesthepaper.

2 RelatedWork

As interestin securityis currentlyin anupswing,recent
work hasbeenexamining the overall performanceim-
pactof securitytechnologiesin real systems.Work by
Coarfa, et al. [4] hasfocusedon the impact of hard-
ware acceleratorsin the context of TLS web servers
using a trace-basedmethodology, and concludesthat
thereis someopportunityfor acceleration,but giventhe

choiceone might prefer a secondprocessoras it also
assistswith thesubstantial(andperhapsdominant)non-
cryptographicoverheads.[18] providessomebasicper-
formancecharacterizationsof IPsecaswell asothernet-
work securityprotocols,andtheimpactaccelerationhas
on throughput. The authorsconcludethat the relative
cost of high-gradecryptographyis low enoughthat it
shouldbethedefaultcon�guration.

Therehasbeena considerableamountof work on the
enhancementof systemperformancethroughthe addi-
tion of cryptographichardware[2]. Thisearlywork was
characterizedby its focus on the hardware accelerator
rather than its implications for overall systemperfor-
mance.[24] beganexaminingcryptographicsubsystem
issuesin the context of securinghigh-speednetworks,
andobservedthat thebus-attachedcardswould be lim-
ited by bus-sharingwith a network adapteron systems
with a singleI/O bus.A secondissuepointedout in that
time frame[20] wasthecostof systemcalls,anda third
[21, 23, 7, 11] thecostof buffer copying. Theseissues
arestill with us,andcontinueto requireaggressive de-
signto reducetheir impacts.

[25] describesan API to cryptographicfunctions, the
main purposeof which is to separatecryptographicli-
brariesfrom applications,thusallowing independentde-
velopment. Our serviceAPI is similar at a high level,
althoughseveral differencesweredictatedby the need
to supportactualhardwareacceleratorsandallow it to
beusedef�ciently by protocolssuchasIPsecandSSL,
aswe discussin Section3. Otherwork includestheMi-
crosoftCryptoAPI[17], GSS-API[16] andIDUP-GSS-
API [1], PKCS #11 [14], SSAPI [26], and the CDSA
[19]. Theseareprimarily intendedfor useby applica-
tionsthatalsorequireauthentication,authorization,key
managementand other higher level security services.
Our work focuseson low-level cryptographicopera-
tions,providing a simpleabstractionlayer thatdoesnot
signi�cantly impactperformance,comparedto adevice-
speci�c approach.

[10] describesan open-sourcecryptographiccoproces-
sor, focusingon protectingkeys andothersensitive in-
formationfrom tamperingby unauthorizedapplications.
Theauthorextendsthecryptlib library to communicate
with the co-processor. While he discussesseveral op-
tions for hardwareaccelerationandidenti�es somepo-
tential performancebottlenecks,it is mostly a quali-
tative analysis. That work is extendedin [9], which
presentsa comprehensive cryptographicsecurityarchi-
tecture,againfocusingprimarily on preservingthecon-
�dentiality of users' (and applications')cryptographic
keys. We are interestedin a much simpler problem:
how to acceleratecryptographicoperationsin ageneral-



purposeoperatingsystemusing hardware available in
the market andwith minimal modi�cations to the ker-
nel, libraries,andapplications.

NetBSDusesthedmover facility, which providesanin-
terfaceto hardware-assisteddatamovers. This can be
usedto copy datafrom onelocation in memoryto an-
other, cleara regionof memory, �ll a region of memory
with a pattern,andperformsimpleoperationson multi-
ple regionsof memory, suchasXOR, without interven-
tion by theCPU.

3 The Cryptographic Framework

The OpenBSD cryptographic framework (OCF) is
an asynchronous service virtualization
layer inside the kernel, that provides uniform access
to hardwarecryptographicacceleratorcards. The OCF
implementstwo APIs for useby other kernel subsys-
tems,one for useby consumers (other kernel subsys-
tems)andanotherfor useby producers (crypto-cardde-
vice drivers). The OCF supportstwo classesof algo-
rithms: symmetric(e.g., DES, AES, MD5) andasym-
metric(e.g., RSA).

Symmetric-algorithm(e.g., DES,AES, MD5, compres-
sion algorithms,etc.) operationsare built aroundthe
conceptof the session, sincesuchalgorithmsare typi-
cally usedfor bulk-dataprocessing,andwe wantedto
take advantageof thesession-cachingfeaturesavailable
in many accelerators.Asymmetricalgorithmsare im-
plementedasindividual operations:no sessioncaching
is performed. Sessioncreationand teardown are syn-
chronousoperations.

The producerAPI allows a driver to register with the
OCF the variousalgorithmsit supportsand any other
devicecharacteristics(e.g., supportfor algorithmchain-
ing, built-in randomnumbergeneration,etc.). The de-
vicedriveralsoregistersfour callbackfunctionsthatthe
OCF usesto initialize, use,and teardown symmetric-
algorithm sessions,and to issueasymmetric-algorithm
requests.Thedriverscanalsoselectively de-registeral-
gorithms,or remove themselvesfrom the OCF (e.g., a
PCMCIA cardthat is ejected).Any sessionsusingthe
defunctdriver(or algorithm)aremigratedto othercards
on-demand(i.e., asthenext requestfor that sessionar-
rives).Registrationandde-registrationcanoccurat any
time; typicaldevicedriversdosoatsysteminitialization
time. Driverscall thecrypto done() andcrypto kdone()
routinesto notify theOCFof completedsymmetricand
asymmetricrequests,respectively. A brief descriptionof
theAPI is givenin AppendixA.

In addition to any hardwaredrivers,a software-crypto
pseudo-driver registersa numberof symmetric-key al-
gorithmswhenthesystemboots.Thepseudo-driveracts
asa last-resortprovider of cryptoservices;any suitable
hardwareacceleratorwill be treatedpreferably. How-
ever, the kernel doesnot implementasymmetricalgo-
rithms in software, for performancereasons;we shall
seein Section4.2how wehandlethese.Usingageneric
API for crypto driversallows us to easily addsupport
for new cards. We brie�y discussthesedriversin Sec-
tion 3.1.

To usethe OCF, consumers�rst createa sessionwith
theOCFusingcrypto newsession(), specifyingthealgo-
rithm(s) to use,modeof operation(e.g., CBC, HMAC,
etc.), cryptographickeys, initialization vectors, and
numberof rounds(for variable-roundalgorithms).The
OCF supportsalgorithm-chaining,i.e., performingen-
cryptionandintegrity-protectionin oneoperation.Such
combinedoperationsare usedby practically all data-
transfersecurityprotocols.At session-creationtime, the
OCF determineswhich card to usebasedon its capa-
bilities and createsa sessionby calling its newsession
method,providedat device-registrationtime. Whenthe
sessionis not needed,crypto freesession() freesany al-
locatedresources.

For the actual encryption/decryption,consumersuse
crypto dispatch(). Theargumentsto thisincludethedata
to beprocessed,acopy of theparametersusedto initial-
ize the session,consumer-providedopaquedata,anda
callbackfunction. Thedatacanbeprovidedin theform
of mbufs (linked lists of databuffers, usedby the net-
work subsystemto storepackets)or asa collection of
potentiallynon-contiguousmemoryblocks,calleduio.
Thecaseof asinglecontiguousdatabuffer is handledas
a uio. Althoughmbufs arealsoa specialcaseof uio, we
addedspecialsupportto allow for someprocessingop-
timizationswhenusingsoftwarecryptography. Further-
more,theissuerof arequestcanspecifywhetherencryp-
tion shouldbedonein-place,or theencrypteddatamust
bereturnedonaseparatebuffer. Variousoffsetsindicate
whereto startandendtheencryption,whereto placethe
messageauthenticationcode(MAC), andwhereto �nd
theinitializationvector(if alreadypresenton thebuffer)
or whereto write it on theoutputbuffer.

The requestis queuedand crypto dispatch() immedi-
ately returnsto theconsumer. Thecrypto kernelthread
is periodicallyinvokedby thescheduleranddispatches
all pendingrequeststo theappropriateproducers.It also
handlesall completedrequests,by calling thespeci�ed
callbackfunctions. It thenreturnsto sleep,waiting for
morerequests.As aresultof theOpenBSDkernelarchi-
tecture(commonin mostnon-SMPkernels),the thread



is notpreemptableby userprocesses,althoughhardware
interruptsarestill handled. Currently, the threadmust
operateat ahigh priority to avoid synchronizationprob-
lems. Whenusingthe softwarepseudo-driver, this can
causesigni�cant latency in applicationschedulingandin
low-priority kerneloperations,althoughthesameprob-
lem manifestedbeforethe migrationto OCF, whenen-
cryptionwasdonein-bandwith IPsecpacketprocessing.

Oncethe requestis processed,the crypto threadcalls
the consumer-supplied callback routine. If an error
hasoccurred,the callback is responsiblefor any cor-
rective action. Sessionmigration is implementedby
re-creatingthe sessionusing the initial parametersto
crypto newsession(), which accompany all requestsas
we alreadymentioned.TheerrorEAGAIN is indicated
to the callbackroutine,which re-issuesthe requestaf-
ter recordingthenew sessionnumberto beusedsothat
subsequentrequestsarecorrectlyrouted. Including the
initializationdatain eachrequestalsoallowsusto easily
integratecardsthat do not supportthe conceptof ses-
sion: thedriver simply passesall necessaryinformation
(data,algorithmdescriptions,andkeys) to thecardwith
eachrequest.The opaquedataaresimply passedback
to theconsumerunmodi�ed by theOCF; they areused
to maintainany additionalinformationfor theconsumer
that is relevant to therequest.We shall seeanexample
in Section4.1.

Asymmetric operationsare handled similarly, albeit
withoutsupportfor theconceptof session.Theparame-
tersin this caseincludeanarrayof parameters,contain-
ing thealgorithm-speci�cbig-integers.

When multiple producersimplement the samealgo-
rithms,theOCFcanload-balancesessionsacrossthem.
This is currently implementedby simply keepingtrack
of the number of sessionsactive on each producer.
At sessionsetup, the OCF picks the producerwith
the smallestnumberof active sessions.The software
pseudo-driver is currentlynever usedin load-balancing.
We evaluatethe effectivenessof this simpleschemein
Section5.4. We discusspossiblefuture improvements
in Section6.4.

3.1 Device Drivers

Thedriversfor thevariouscrypto devicesmustbe able
to copewith awidevarietyof hardwaredesigndecisions
(and bugs) madeby the manufacturers. Thesedrivers
registerthealgorithmssupportedby thedevice andex-
port theappropriatecallbackfunctionsto theOCF.

Thehifn driver supportstheHifn 7751,7811,and7951
chipsandcontainsaround3,000lines of codeanddef-

initions. The driver supportsthe symmetricoperations
and hashesavailable on all thesechips. Additionally,
it supportsthe random-numbergeneratorsavailableon
the7811and7951,but doesnot supportthepublic key
unit onthe7951;thelatterwasclearlydesignedfor SSL
server implementations,asit requiresa largeamountof
CPU-intensive initialization which canbe precomputed
and usedrepeatedlyon a server but not a client. All
thesechipssupportcopying-throughheaderand trailer
datato thedestinationbuffer, andincludefull supportfor
scatter-gatherI/O. Unfortunately, thereis noeasywayto
coalesceinterruptson this chip,whichgeneratesonein-
terrupt per operation,resultingin considerablesystem
overhead. Another important detail is that all of the
Hifn symmetriccrypto chipspoll their descriptorrings
in mainmemoryfor datato process.

Thenofn driversupportstheHifn 7814,7851,and7854
chips (also known as HIPP1 packet processors).Cur-
rently, thereis nosupportfor thesymmetricunit onthese
chips. Fitting theseinto the currentframework is not
currentlydonebecausethey aredesignedto replaceal-
mostall of the IPsecprocessing(IV generation,MAC
checking,replaywindow handling,etc.). In the future,
we intendto addsupportfor the IPsecunit by addinga
combined-classalgorithmandcheckingfor thisin IPsec.
On theotherhand,thepublic-key unit is almostexactly
thesameastheHifn 6500describedbelow.

Thelofn driversupportstheHifn 6500chip,whichcon-
tainsa public-key unit anda random-numbergenerator.
This chip is essentiallya simplebig-numberarithmetic
logic unit (i.e., it is an ALU capableof performingop-
erationson 1024-bit registers). Unlike all of the other
chips, the 6500 is not a bus-master(i.e., hasno sup-
port for DMA); instead,registersexist within its PCI
memory-mappedaddressspace.Becauseof theexpense
of modularexponentiations,thesomewhathigherover-
headof writes to theseI/O addressesis still smallcom-
paredto doingtheexponentiationin software.

The ubsec driver, which supportsthe Broadcom5801,
5802, 5805, 5820, 5821, and 5822 chips, consistsof
slightly lessthan3,000linesof codeandde�nitions. The
symmetric-cryptounitson all of thechipsareverysim-
ilar, but the 580x seriesand582x seriesrequirediffer-
ent formatting for the big numberson the asymmetric
unit. Thesechipssupportinterruptcoalescingby chain-
ing several commandstogether, andscatter-gatherI/O.
UnlikeHifn, thesechipsdonotpoll mainmemory.

We have a variety of other device drivers in various
stagesof completion. We areawareof otherandmore
modernproductsfrom avarietyof vendors,but many of
themarehesitantto giveustheinformationwe need.



4 Useof the OCF in OpenBSD

In this section,we discusshow we extendedpartsof
OpenBSDto makeuseof theOCFservices.

4.1 IPsec

The IP SecurityArchitecture[12], as speci�ed by the
InternetEngineeringTaskForce(IETF), is comprisedof
a setof protocolsthat provide dataintegrity, con�den-
tiality, replayprotection,andauthenticationat the net-
work layer. At the lowest level of the IPsecarchitec-
tureresidethedataencryption/authenticationprotocols,
AH andESP. Theseare the “wire protocols,” usedfor
encapsulatingtheIP packetsto beprotected.They sim-
ply provide a format for the encapsulation;the details
of the bit layout are not particularly importantfor the
purposesof this paper. Outgoingpackets are authen-
ticated,encrypted,and encapsulatedjust beforebeing
transmitted,andincomingpacketsaredecapsulated,ver-
i�ed, and decryptedimmediatelyupon receipt. These
protocolsare typically implementedinside the kernel,
for performanceandsecurityreasons.

IPsecwasthe �rst consumerof the OCF services.The
original implementationof theOpenBSDIPsecwasde-
scribedin [13]. Here,we givea brief overview andthen
describethemodi�cationswe hadto make to it to allow
useof theOCF.

In the OpenBSDkernel, IPsec is implementedas a
pair of protocolssitting on top of IP. Thus, incoming
IPsecpackets destinedto the local host are processed
by the appropriateIPsecprotocol through the proto-
col switch structureusedfor all protocols(e.g., TCP
andUDP). The selectionof the appropriateprotocol is
basedon theprotocolnumberin theIP header. TheSA
neededto processthe packet is found in an in-kernel
databaseusinginformationretrievedfrom thepacket it-
self. Oncethepacket hasbeencorrectlyprocessed(de-
crypted,integrity-validated,etc.), it is re-queuedfor fur-
therprocessingby theIP module,accompaniedby addi-
tional information(suchasthe fact that it wasreceived
undera speci�c SA) for useby higher-level protocols
andthesocket layer.

Outgoingpackets requiresomewhat different process-
ing. Whenapacket is handedto theIP modulefor trans-
mission(in ip output()), a lookup is madein the
SecurityPolicy Database(SPD) to determinewhether
that packet needsto be processedby IPsec. The deci-
sion is madebasedon thesource/destinationaddresses,
transportprotocol,andport numbers.If IPsecprocess-
ing is needed,the lookupwill alsospecifywhat typeof

SA(s) to usefor IPsecprocessingof the packet. If no
suitableSA exists,thekey-managementdaemonis noti-
�ed to acquireone. Otherwise,the packet is processed
by IPsecandpassedto ip output() againfor trans-
mission.Thepacketalsocarriesanindicationasto what
IPsecprocessinghasalreadyoccurredto it, to avoid pro-
cessingloops.

In the original IPsecimplementation,all cryptographic
operationswere done in-bandwith packet processing.
This meant that a lot of time was spent performing
symmetric-key encryptionin thekernel.To makeuseof
theOCF, wesplit theinputandoutputprocessingpaths.
For example,let usconsiderthecasewhereip output()
determines(by consultingthe SPD)that a packet must
be IPsec-protected.It thencalls ipsp process packet(),
which handlesall IPsec outbound-packet processing.
After handlingencapsulationissues,this routine calls
the appropriate“wire protocol” output routine. In the
ESPprotocolprocessing,the original esp output() rou-
tine wasbrokenup in esp output() andesp output cb().
esp output() does all the data marshaling and ESP
headermanipulation,constructsacryptorequest,passes
it to the OCF andsimply returns. Executionreturnsto
ip output() with anindicationthattheoperationwassuc-
cessful.

Once the OCF processes the request, it calls
esp output cb(), a pointer to which is included in
the requestitself. The callbackroutine completesthe
ESP protocol processingby checking for any errors
in the crypto processing(re-queuing the request if
the OCF indicatedso), and calls ipsp process done(),
the secondpart of the original ipsp process packet()
routine. This routine completesIPsecbook-keeping,
and calls ip output() with the new packet. ip output()
will thenperforma new SPDlookup (makingsureno
IPsecloopsoccur, by examiningthelist of SAsthathave
beenalreadyappliedto the packet). If necessary, the
output processingcycle will occur again. Eventually,
ip output() will passthe packet to a network driver for
actualtransmission.

The cases for output AH and IPcomp process-
ing are similar. Input processingis also similar:
ipsec common input() is calledby thenetworkscheduler
for all IPsecpackets received. It locatesthe appropri-
ateSA in the kernelSA databaseandcalls esp input().
Similar to theoutputcase,esp input() validatestheESP
header�elds, constructsa crypto request,passesit to
the OCF and returns. Once the requestis processed,
the OCF will call esp input cb(), which will verify the
packet integrity (by comparingthe valueon the packet
with thatcomputedby theaccelerator),removetheESP
header, andpassthepacket to ipsec common input cb().



This routineperformsfurthersanityandsecuritychecks
onthedecryptedpacket,andre-queuesit for furtherpro-
cessingby theIP layer. AH andIPcompinputprocessing
is similar, asis thecaseof IPsecover IPv6.

Input ESPandAH processingoffer oneexampleof use
of theopaquedatapassedwith eachcryptorequest,dis-
cussedin Section3. All thecryptographicaccelerators
that supportmessageauthentication(MAC) algorithms
only offer a “forward-compute”mode.That is, thecard
canonly computethe MAC on the packet, andit is up
to theoperatingsystemto verify its validity by compar-
ing it with thereceivedvalue. Thus,we usetheopaque
datato storetheMAC valuefrom thepacketandinstruct
the OCF to write the new MAC valuein the appropri-
atelocationin thepacket— theoperationis exactly the
sameastheoutputcase.In thecallbacks,we simply do
a byte-wisecomparisonof the computedvalue(stored
on thepacket) andthereceivedvalue(storedasopaque
datain therequestitself).

While the codewas not very complicated,therewere
severalminorheadachesasaresultof thisasynchronous
processingmodel.For example,oneproblemwascom-
municatingMTU informationthrougharbitrarily-many
IPsecSAsto theTCPlayer, soasto correctlyfragment
applicationdataandavoid fragmentationat theIP layer.
We could not simply updatetheappropriatedatastruc-
tureswith the correctMTU valueafter the packet had
beenencapsulatedonce,sincewe could not “peek” in-
side the encryption. Fortunately, we keepa recordof
which SAs have beenappliedto a packet during input
andoutputprocessing.Thus,on receiptof theappropri-
ateICMP message,or whenthe IP layer indicatesthat
the packet is too large to be transmittedwithout frag-
mentation,thelist of SAsis traversedandeachSA is up-
datedwith thecorrectMTU valuebasedon its position
in theSA chain(i.e., the�rst SA onoutputwill advertise
asmallerMTU thanthelastone,thedifferencebeingthe
ESPheadersandencryptionpadding).Thenext packet
that tries to traversethe chainwill encountera correct
MTU value.

4.2 /dev/crypto

Building on our experiencewith the IPsecimplemen-
tation, we turn our attentionto exporting the OCF ser-
vicesto user-level applications.A /dev/crypto de-
vice driver existswhich abstractsall theOCFfunction-
ality andprovidesa commandset that canbe usedby
OpenSSL(or othersoftwarethat uses/dev/crypto
directly). This interfaceis basedon ioctl() calls andis
thusfully synchronous(i.e., applicationscanonly have
onerequestpending)— in the future, we intendto al-

low processesto issuemultiple requests.Both symmet-
ric andasymmetricoperationsarepermittedusingthis
framework; wewill �rst describethesymmetriccompo-
nent.

Similar to theunderlyingOCF, thisusesasession-based
model, since the generalcaseassumesthat keys will
be reusedfor a sequenceof operations.After opening
the /dev/crypto device and gaining a �le descrip-
tor fd, thecallerrequeststhata new sessionbecreated
with CIOCGSESSION for a certaincryptographicop-
eration,andspeci�esall relatedparameters(e.g., keys).
Similar to theOCF, a singlesessionsupportsbotha ci-
pheranda MAC, aswe aresimply exporting the same
functionality availableto the kernel. CIOCGSESSION
returnsa sessionidenti�er that can then be reusedre-
peatedlyfor subsequentoperations.When the session
is no longerneeded,it canbe revoked usingCIOCF-
SESSION. Many sessionscan be requestedagainsta
single�le descriptorfd; all sessionsfollow a particular
fd throughfork() andexec() calls,andarenot otherwise
visible to otherprocesses.Obviously, thelastclose() on
fd destroysall thesessions.

If the requestcannotbe satis�ed usinghardwareaccel-
erators,the kernelwill returnan error of EINVAL, so
the caller can fall back to a software implementation.
We consideredaddingan ioctl() thatdescribestheabili-
tiesof theavailablehardware,allowing anapplicationto
determineif theneededalgorithmis supportedby look-
ing at a list. However, numerousother variablesexist
(key sizes,block sizes,alignment)which might be dif-
�cult to describe.For the time being,we have punted
on this issue.However, when�rst called,theOpenSSL
enginewill enumerateall OCF-supportedalgorithms.It
doessoby issuingaCIOCGSESSION requestfor each
algorithmit supportsin software,andcachestheresult.
If an algorithmis not providedby the OCF, the library
will useits softwareimplementation(in reality, theker-
nel will admit that it supportscryptographicalgorithms
that it implementsin software,andOpenSSLwill make
useof themasif they wereimplementedby hardware,
unlessa sysctl variableis set to prohibit this, which is
thedefault setting).

Oncea sessionis established,blockscanbe encrypted
or decryptedusingtheCIOCCRYPT ioctl(). Eachtime
this is used,the caller can specify a new IV or MAC
informationthatthey wish to fold into theoperation.In-
putandoutputbuffersarespeci�edvia separatepointers,
but they canpointto thesamebuffer for in-placeencryp-
tion. Naturally, thedatasizeprovidedby thecallermust
beroundedto thedefaultblocksizeof thealgorithmbe-
ing used.A datasizelimit of 262,140bytesexistsat the
moment,to hidea similar limit found in somechipsets.



In the future,we maysupportlargerblocksby splitting
operationsinto smallerchunks.

The user-land datablocks are copiedinto memoryal-
locatedinside the kernel addressspace. This data is
formattedinto uio blocks as mentionedin Section3.
The OCF is thencalledto performthe operationusing
the initialization informationstoredin theapplication's
/dev/crypto session.If theoperationis successful,
the resultsare copiedback to the applicationbuffers.
Obviously, the cost of thesetwo copiesis higher for
largerblock sizes,aswe shallseein Section5.4. In the
future, we hopeto usepage�ipping for larger blocks
whenthekernelmemorysubsystemsupportsthis.

For asymmetricoperations,no sessionis required.The
CIOCKEY ioctl() is usedin an atomicfashionfor each
individual operation. Five operationsare provided,
with CRK MOD EXP beingthemostimportant.Support
for the others,CRK MOD EXP CRT, CRK DSA SIGN,
CRK DSA VERIFY, and CRK DH COMPUTE KEY has
not yetbeencompleted.Eachof thesehasanoperation-
speci�c numberof input andoutputparameters,which
arealwaysa packedbytearrayof big integers.Thepar-
ticular format we chosefor theseparametersmakes it
easyto interfaceto OpenSSL“bignums,” andto mostof
theearlyhardwarewehadaccessto.

Presently, OpenBSDlacks cloning devices. Therefore
a cumbersomeprocedurefor opening/dev/crypto
must be followed. After the initial open() call, the
caller must use ioctl() to retrieve a �le descriptor(fd)
to use,thenperformall operationsagainstthis replace-
ment fd. This replacementfd is a uniqueper-process
descriptor, while the initially-openedone would natu-
rally be sharedbetweenall callers. Without suchse-
mantics,thefork() and exit() systemcallsdonotexhibit
theexpectedsemanticswith respectto �le-descriptorin-
heritanceand closing. Justas bad, we would end up
with all processesableto seeanduseeachother's keys.
When cloning devices are implementedin OpenBSD,
we will changethe user-level code(mostly OpenSSL)
to no longerusethiscomplicatedprocedure,but theker-
nelwill retainit for backwardcompatibility. While writ-
ing thiscode,weraninto numerousstrangeanddif�cult
resource-managementissuesfor sessionteardown.

It should also be noted that applications using
/dev/crypto must ensurethey use ioctl() with the
F SETFD commandon the crypto descriptorto ensure
thatthe“close-on-exec” �ag is set.Otherwise,child pro-
cesseswill inheritunwanteddescriptors,which is botha
securityanda resource-exhaustionconcern.

4.2.1 OpenSSL Enhancements

In thepast,programmersusingOpenSSL(or its prede-
cessor, SSLeay)directly calledthe genericcrypto rou-
tinesasthey existedfor eachalgorithm. More recently,
programmershavebeenencouragedtousetheEVP layer
for dealingwith symmetricalgorithms. This provides
a session-basedmodel much like the /dev/crypto
layerdescribedin theprevioussection.Applicationslike
OpenSSH,mod ssl (the ApacheSSL modulewe use),
andsendmail havematuredto usetheseinterfaces.

Newer OpenSSLcode-basescontainan “engine” com-
ponent. This allows asymmetricalgorithmsto be di-
rected to a hardware driver; a numberof stub func-
tionsareprovidedwhichtypically interfacewith vendor-
speci�c sharedlibrariesto actuallydo theoperationon
thevendor's accelerator. Many of thesesubsystemsin-
teractbadly anddo not considerthe effectsof chroot()
or otherstrangeUnix behaviors,resultingin weaksecu-
rity models.Sincewe run Apachein a chroot()'ed envi-
ronmentin which thereexistsno /dev/crypto device,we
modi�ed it to performall necessaryinitializationsprior
to being sandboxed. We wrote our own enginemod-
ulesthatinteractsdirectly with /dev/crypto, without any
of thesesurprises.Symmetricoperationsfrom theEVP
layer aredirectly mappedinto OCF requests.Onema-
jor weaknessis that the EVP layer hasno conceptof
bundlingalgorithms.Thus,protocolsthatuseencryption
andMAC on a message,suchasTLS andSSHversion
2, sequentiallyissuetwo separaterequeststo /dev/crypto
throughtheEVP layer, resultingin unnecessarycontext
switches,datacopying, andDMA transactions.Thus,
theEVP layercurrentlydoesnot passMAC operations
to theOCF.

5 PerformanceEvaluation

In this section,we analyzetheperformanceof thecryp-
tographicframework. We have ran a seriesof micro-
benchmarksthat allowed us to determinethe limits of
theframeworkandpotentialdirectionsfor improvement.
We usethe OCF for simple cryptographictasks,com-
paringdifferentcryptographicacceleratorswith thecase
of pure-softwareencryption,andprovide a costbreak-
down. We alsoattemptto quantifythebene�tsto behad
by the systemat large,whenoff-loadingcryptographic
operationsto hardwareaccelerators.Finally, we eval-
uatethe load-balancingfeatureof OCF, by simultane-
ouslyusingmultiple acceleratorson thesamemachine.



5.1 Testbed

For our tests,we usetwo identicalmachines.The ma-
chineshave 1.4 Ghz PentiumIII processorson Tyan
ThunderHEsl-T motherboards. Thesemotherboards
have three independentPCI busses: 32bit/33Mhz/5V,
64bit/66Mhz/5V, and64bit/66Mhz/3.3V. Theboardsuse
512MBof 133MhzregisteredSDRAM andarebasedon
the ServerWorks HESL chipset. We placedthe crypto
card being testedeither on the 64bit/66mhz/3.3Vbus
or the32bit/33Mhz/5Vbus,asappropriatefor thecard.
Thecryptocardsweusedare:

� Broadcom5805referencedesignboard(32bit).

� Broadcom5820referencedesignboard(64bit).

� GTGI XL-Crypt (basedon the Hifn 7811 chip)
(32bit).

� NETSEC 7751 (basedon the Hifn 7751 chip)
(32bit).

� Hifn 6500referencedesignboard(32bit).

� Hifn 7814referencedesignboard(64bit).

The Hifn data-sheetgives a peakperformancefor the
7751 chip of 62 Mbps for encryptionand 110 Mbps
decryption, when using IPsecwith 3DES/SHA1/LZS
(LZS is adata-compressionalgorithm).Whenthe3DES
enginealone is used,both encryptionand decryption
throughputare 83 Mbps. Broadcom's web site places
thepeakperformanceof the5820chip at 310 Mbps of
3DES-SHA1,when usedin IPsec. Furthermore,they
claim8001024-bitRSAsignaturecomputationspersec-
ond.

5.2 OCF Throughput

To determinethe raw performanceof OCF, we usea
single-threadedprogramthat repeatedlyencryptsand
decryptsa �x edamountof datawith varioussymmetric-
key algorithms,usingthe /dev/crypto interface.We run
the test againstall the hardware acceleratorslisted in
theprevioussection,aswell asusingthekernel-resident
softwareimplementationof thealgorithms.We vary the
amountof datato beprocessedperrequestacrossexper-
iments. To measurethe overheadof OCF without the
cryptographicalgorithms,we addedto thekernela null
algorithmthatsimply returnsthedatato thecallerwith-
out performingany processing.Theresultscanbeseen
in Figure1.
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Figure1: Crypto-hardware performance. The KERNEL-
NULL bar indicates use of the null encryption algorithm.
The KERNEL-DES and KERNEL-3DES bars indicate use of
the software DES and 3DES implementations in the kernel.
The remaining bars indicate use of the various hardware
accelerators. The vertical axis unit is Mbits/second.

We canmake several observationson this graph. First,
even whenno actualcrypto is done,the ceiling of the
throughputis surprisinglylow for small-sizeoperations
(64 bytes). In this case,the measuredcostconsistsof
theoverheadof systemcall invocation,argumentvalida-
tion, andcrypto-threadscheduling.As largerbuffersare
passedto the kernel, the throughputincreasesdramat-
ically, despitethe increasingcost of memory-copying
larger buffers in and out of the kernel. When we use
1024-bytebuffers, performancein the no-encryption
casejumps to 420 Mbps; for 8192-bytebuffers, the
framework peaksat about600Mbps.

Notice however that this peakcorrespondsto a single
processissuingcryptorequests.This processis blocked
aftereachrequest,theschedulercontext-switchesto the
cryptothread(which wasblockedwaiting for requests),
the null algorithm executesand the completedrequest
is passedback to the /dev/crypto driver, which wakes
up the blocked user-level process. If many processes
are issuingrequests,the crypto thread's requestqueue
will containmultiple requests.When we run multiple
processes,eachwill queuea request(andbeblockedby
/dev/crypto); thecrypto threadwill processall thesere-
questsin a �urry of activity, andcauseall processesto
wake up in synchrony. The crypto threadwill thengo
backto sleep,while eachof theprocesseswill issuean-
otherrequest.This cycle repeatsfor thedurationof the
experiment.As a result,moreprocessesusingtheOCF
resultin increasedaggregatethroughput,simultaneously
increasingtheaverageprocessinglatency.

Thesebuffer sizesare closeto the typical sizesof re-



questsissuedby someof the most-commonlyusedap-
plications:

� SSH keyboardinput resultsin many smallrequests
(so we are close to the 64-bytecase); responses
from theserver arelarger, but not considerablyso.
WhenX forwarding is used,we canoccasionally
getlargerbuffers.

� SCP/SFTP issuelargerrequests;OpenSSH,a pop-
ular implementation,usesrequestsof 4 KB.

� SSL/TLS alsoissuelarge requests.The maximum
sizeof an SSL recordis 16 KB, but canbe lessif
(optional)compressionis used.

� IPsec processespacketsat thenetwork layer. Such
traf�c is trimodal[3]: about40%of packetsare40–
60 bytes(thevastmajority of thesebeingTCPac-
knowledgments),with theremaindersplit between
576bytes(TCPMSSwhenno PathMTU Discov-
ery is used)and1460bytes(whenPathMTU Dis-
covery is used).

Whenwe usereal cryptographicalgorithms,we notice
thattheperformanceof DESdonein softwareis closeto
thatof no encryptionfor smallpacket sizes;even3DES
performanceis just half of the no-encryptioncase. If
we uselargerbuffer sizes,theperformanceof software
cryptodonein thekernel(theKERNEL-* labeledbars)
degradesrapidly. Whenwe usehardwareaccelerators,
we notice two different trends. For small buffers, the
performancedegradeswith respectto thesoftwarecase.
This indicatesthat the additive costsof systemcall in-
vocation,OCF processing,and the 2 PCI transactions
(to/from the crypto cards)dominatethe cost of doing
crypto.However, aswe moveto largerbuffer sizes,per-
formancequickly improvesastheseoverheadsareamor-
tizedover largerbuffers,despitethefact thatmoredata
hasto becopiedin andoutof thekernelandoverthePCI
bus. Thus, to improve the performanceof the system
whenapplicationsissuelargenumbersof smallrequests,
eitherrequest-batchingshouldbedone,a fasterproces-
sorshouldbeused,or thenumberof user/kernelcross-
ingsshouldbeminimized.Whenlargerbuffersarebeing
processed,it paysoff to usesomecryptographicaccel-
erators,althoughnotall suchcardsareequalin termsof
performance.

Notice that the performanceof DES and 3DES is the
samein eachof the5805and5820cards;thesecardsre-
ally implementonly 3DESin Encrypt-Decrypt-Encrypt
(EDE)mode,andemulateDESby loadingthesamekey
in one of the Encrypt and the Decrypt engines(effec-
tively cancelingeachotherout). In contrast,the 7751

seemsto implement two separatecrypto enginesfor
DES and3DES,or usesa shortcutin its 3DESengine.
The7811seemsto implementdifferentenginesaswell,
but theperformancedifferencebetweenthetwo is notas
pronounced.
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Figure2: RSA signature generation. The horizontal axis
indicates the modulus size, in bits. The vertical axis indi-
cates number of operations per second.

Similarly, we measurethe performanceof OCF for
public-key operations.In this case,thereareno kernel-
residentsoftwarepublic-key algorithms. We count the
numberof RSA signaturegenerationsandveri�cations
persecond,for differentacceleratorsandkey sizes(512
to 4096bits,assupportedby theeachcards).Theresults
areshown in Figures2 and3.

The Hifn 6500 and 7814 are gearedmore towards
slower, embeddedapplications,sothefactthattheirper-
formanceis considerablyworsethansoftwareis notsur-
prising.Thenumberof veri�cations is muchlargerthan
the numberof signaturegenerationsin unit time. This
is because,aswith mostcryptolibraries,OpenSSLopts
for smallvaluesfor thepublicpartof theRSAkey (typ-
ically,

���������
) and correspondinglylarge valuesfor

the privatekey. This causesthe public-key operations
(encryptionandveri�cation) to be muchfasterthanthe
private-key operations,eventhoughthey arein principle
thesameoperation(modularexponentiation).

Another interestingobservation is that the RSA sign
throughputis higherin thesoftwarecase(seeFigure2).
This happensbecausethe CPU on the crypto-cardis
slower thanthe hostCPU andoptimizedfor bit opera-
tions,which is asusefulfor publickey cryptography. So
the “anomaly” in Figure2 is actuallyexpected.How-
ever, aswe mentionedin Section5.1,Broadcomclaims
thatthe5820canperform800RSAsignatureoperations
persecondwith 1024-bitkeys. In our case,we only see
slightly over 100. Thereare two explanationsfor this.
First, we areunder-utilizing the5820: thereis only one
threadissuingRSA sign operations,which is blocked
waitingterminationof eachrequest.Oncethecardcom-
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Figure3: RSA signature verification. The horizontal axis
indicates the modulus size, in bits. The vertical axis indi-
cates operations per second.

putesthe signature,it hasto wait for thecrypto frame-
work to wakeuptheblockedprocess,thenthescheduler
to context-switchto it, theprocessto issueanioctl() call
to get the results,and thenanotherioctl() call to issue
thenext request,which is placedon thecrypto thread's
queue. Finally, the schedulerhasto context-switch to
thecryptothread.Duringall this time, theacceleratoris
idle, sincethereis nootherprocessusingit. Thesecond
reasonfor the highervendor-statedperformanceis that
theteststhey performedusedtheCRT parametersfor the
RSAoperations,whichmakeRSA processingconsider-
ably faster. However, for implementationreasons,our
OpenSSLenginedoesnotuseCRT parametersyet.

5.3 System-wide Effects

To determinethe system-widebene�ts of of�oading
cryptographicprocessing,we run multiple threads(up
to 24) of theopenssl speed benchmarkwith vari-
ousalgorithms,while at thesametime we run a simple
CPU-intensive job. TheCPU“hog” processconsistsof
a small programthat performs

�����
function calls, each

function call performingan integer-multiply operation.
Theelapsedtimefor theCPUhogprocesswasrecorded
for each(algorithm, number of threads) tuple.As wesee
in Figure4, thecryptoacceleratorsveryeffectivelyelim-
inatecontentionfor the otherwise-sharedresource,the
CPU,whetherthecryptoperformedis symmetric(DES,
3DES)or asymmetric(DSA with 1024-bit keys). The
executiontime for thehogprocessremainsconstant,re-
gardlessof thenumberof threadsof execution.

5.4 Load Balancing

Finally, we wish to determinehow well the OCF can
load-balancecryptorequestswhenmultipleaccelerators
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Figure4: Program execution time while multiple threads
perform crypto-operations in parallel. The bars show the
elapsed time in seconds for executing the CPU-bound pro-
cess for different algorithms and numbers of threads.

areavailable,andthe aggregatethroughputthat canbe
achieved in that scenario.We usea custom-madecard
by Avayathatcontainsfour Hifn 7751chipsthatcanbe
usedasdifferentdevicesthrougha PCI bridgeresident
on thecard. We usemultiple threadsthat issueencryp-
tion requestsfor 3DES,andvary the buffer sizeacross
different runs. The resultsare shown in Table 1. As
we cansee,performancepeaksin thecaseof 32 threads
and16 KB buffersat 320 Mbps, which is over 96% of
themaximumratedthroughputof four Hifn 7751chips.
Thecardwasinstalledon the64bit/66MhzPCI bus,but
becausethechip is a32bit/33Mhzdevice,themaximum
bustransferrateis 1.056Gbps.At ourpeakrate,weuse
over 640 Mbps of the bus: 320 Mbps for datain each
direction(to andfrom thecard),plusthetransferinitial-
izationcommandsanddescriptorring probing,etc., thus
utilizing over 60%of thePCI bus. Notice thatbecause
thecardusesaPCIbridge,a2-cycle latency is addedon
eachPCI transaction.

Thecardwasinstalledon the64bit/66Mhzbusbecause
thesystem's32bit/33Mhzbusexhibitedsurprisinglybad
performance,probablybecausemany othersystemcom-
ponentsare found on that bus and likely causecon-
tention: sincethe machineis operatingas it normally
would while this test is beingrun, the scheduleris ac-
tive, andtwo clock interruptsarebeingreceivedat 100
and128Hz respectively. Otherdevicesarealsogenerat-
ing their own interrupts.

Anotherpossiblecauseis anartifactof thei386 spl pro-
tectionmethod:a regularspl subsystemdisablesthein-
terruptsfrom a certainclassof devicesat theinvocation
of an splX() call. For instance,calling splbio() blocks
receptionof interruptsfrom all deviceswhich arein the
“bio” classof devices. On the i386, the registersused



Numberof threads 16bytes 64bytes 256bytes 1024bytes 8192bytes 16384bytes
1 3.06Mbps 11.45Mbps 33.15Mbps 59.49Mbps 79.19Mbps 80.75Mbps
2 5.53Mbps 18.40Mbps 56.07Mbps 111.60Mbps 154.18Mbps 160.02Mbps
3 6.44Mbps 23.25Mbps 71.31Mbps 152.28Mbps 229.60Mbps 238.24Mbps
4 6.83Mbps 25.77Mbps 80.91Mbps 182.65Mbps 292.15Mbps 299.33Mbps
32 7.37Mbps 27.51Mbps 94.05Mbps 249.17Mbps 313.79Mbps 320.19Mbps

Table1: Crypto-request load-balancing using a quad-Hifn 7751 card on a PCI 64bit/66Mhz bus.

Numberof threads 16bytes 64bytes 256bytes 1024bytes 8192bytes 16384bytes
1 5.42Mbps 18.88Mbps 61.94Mbps 151.95Mbps 300.88Mbps 254.79Mbps
32 9.91Mbps 37.01Mbps 120.71Mbps 410.27Mbps 758.85Mbps 801.81Mbps

Table2: Crypto-request load-balancing using four 5820 cards on a PCI 64bit/66Mhz bus.

to do interruptblocking(foundon theprogrammablein-
terruptcontroller, alsoknown asthePIC) arelocatedon
the8Mhz ISA bus,which is whatOpenBSDusesfor in-
terruptmanagement(asopposedto theAPIC).

Worseyet, someoperationson this device requirea 1
usec delay before taking effect. To partially mitigate
this extremelyhigh overhead,the i386 kernel interrupt
model insteadmakes the vectorsfor blocked interrupt
routinespoint to a single-depthqueuingfunctionwhich
doesthe actualinterruptblocking at the time of recep-
tion. Whenthe spl is loweredagain,the original inter-
rupt handleris called. However, the8Mhz ISA busstill
hadto beaccessed.This hastheeffect of furtherreduc-
ing theavailablebandwidthon thePCI bus. Onesmall-
buffer benchmarkgeneratedover 62,000interrupts/sec;
webelievethatthespl optimizationis failing undersuch
load.

Usingfour 5820cardsona64bit/66MhzPCIbusallows
us to achieve even higher throughput,asshown in Ta-
ble2. Weshow only the1 and32-threadtests;therestof
themeasurementsfolloweda similar curveasthequad-
7751. Performancepeakedat over 800Mbps of crypto
throughput.Using the sameanalysisasbefore,we are
usingin excessof 1.6 Gbpsof the fast-PCIbus,which
hasa throughputof 4.22Gbps,achieving slightly over
38% utilization of the bus. As we mentionedin Sec-
tion 5.1, thevendorratesthis cardat 310Mbps. Thus,
the maximumtheoreticalattainableratewould be 1.24
Gbps. We achieve 64.5%utilization of the four cards
in this case.A roughsamplingof CPU utilization dur-
ing theselargeblock benchmarkson bothcardsshowed
around10,000interrupts/second,whichis substantialfor
a PC.

Investigatingfurther, we determinedthat all four 5820
cardswere sharing irq 11. Thus, it is possiblethat

theculprit is thespl optimizationpreviouslymentioned,
at least for the small buffer sizes: the vmstat util-
ity shows us anything from 50,000 to 60,000 inter-
ruptspersecondwhenprocessingbuffersof 16 to 1024
bytes.Furthermore,becauseof aquirk in theprocessing
of sharedirq handlers,somecardsexperienceslightly
worseinterrupt-servicelatency: sharedirq handlersare
placedin a linked list; if multiple cardsraisethe inter-
rupt at thesametime, thelist will betraversedfrom the
beginningfor eachinterruptraised— andeachirq han-
dler will poll thecorrespondingcardto determineif the
interruptwasissuedby it. However, �xing this quirk or
moving thecardson differentirq's did not signi�cantly
improvethroughput.

When we use 8192-bytebuffers, the interrupt count
dropsto 12,000,which the systemcanhandle. In each
of thesecases,thesystemspendsapproximately65%of
its time insidethe kernel. Most of this costcanbe at-
tributedto datacopying. However, aswe moveto larger
buffersizes,we�nd thesystemspending89%of its time
in the kernel, and only 1.9% in userapplications,for
thecaseof 16 KB buffers. Thenumberof interruptsin
thiscaseis only 5,600,whichthesystemcaneasilyhan-
dle. Theproblemhereis that thereis considerabledata
copyin/copyoutbetweenthekernelandtheapplications;
aggravatingthesituation,while suchdatacopying is in
progressnootherthreadcanexecute,causinga“convoy”
effect: while thekernelis copying a 16KB buffer to the
applicationbuffer, interruptsarrivethatcausemorecom-
pletedrequeststo beplacedonthecryptothread's“com-
pleted” queue. The systemwill not allow the applica-
tionsto runagainbeforeall completedrequestsarehan-
dled,which causemoredatacopying. Thus,the queue
will almostdrainbeforeapplicationswill beableto issue
requestsagainandre�ll it. We intendto further investi-
gatethisphenomenon.



Fundamentally, thedatacopyin/copyoutlimitation is in-
herentin thememorysubsystem.Wemeasuredits write-
bandwidthto be approximately2.4 Gbps. Using the
cryptocards,we arein factdoing3 memory-writeoper-
ationsfor eachdatabuffer: onecopyin to thekernel,one
DMA from thecardto main memory, andonecopyout
to theapplication.NoticethatdataDMA'ed in from the
card is not residentin the CPU cache,asall suchdata
is considered“suspect”for cachingpurposes.In addi-
tion, thereis anequalamountof memoryreads(copyin,
DMA in from thecard,copyout). Eachof thosetransfers
representsanaggregateof 800Mbps. Whenwe ranthe
sametest with three5820 cards,performanceslightly
improved to 841.7Mbps in the caseof 16 KB buffers,
achieving over90%utilizationof thethreecards.In this
case,the memorysubsystemis still saturated,but the
cardscanmoreeasilyget a PCI-bus grantandperform
theDMA.

6 Discussion

6.1 Cryptography in the Kernel

Aswesaw in theprevioussection,thein�uenceof multi-
threadingon performanceis strong,which suggeststhat
busy serverscanmake betteruseof hardwarecryptog-
raphy than clients. This supportsthe observationsof
Dean,et al. [6] that it may make senseto make cryp-
tographya sharednetwork serviceto achieve the best
cost/performancein asecuresystem.Noticethat,within
theboundariesof onehost(operatingsysteminstance),
this is preciselywhat the OCF does. We shouldalso
mentionthat useof a threadedmodel for applications
involvesan obvious securityvs. implementationcom-
plexity trade-off.

Although the performanceof individual applications
maynot improve drasticallywhenusinganaccelerator,
it appearsthattheaggregate performanceof anumberof
applications(asmaybethecasein a systemwith many
remotelogin sessions,abusywebserver, or aVPN gate-
way) doesimprove, asa resultof increasedutilization.
Furthermore,hardware acceleratorscan give a perfor-
manceboostto the rest of the system,as was seenin
Figure4. Very simply, they eliminatecontentionfor the
CPU,which is a resourcesharedby all applicationsand
the operatingsystemitself. Thus, while throughputis
notdrasticallyimproved(andmayin factdegradein cer-
tain scenarios)with useof hardwareacceleration,over-
all systemutilization improvesbecausethemainCPUis
left to performothertasks.

6.2 System Architecture

As we saw in Section5.4,datacopying andthePCIbus
quickly becomethe limiting factor. In practice,thesit-
uationis evenworsesincecryptographyis usedin con-
junctionwith eithernetworksecurityprotocols,in which
casethenetwork interfacecard(NIC) contentsfor aslice
of thePCI bandwidth,or with �lesystem encryption,in
whichcasethestoragedeviceclaimsaportionof thebus.
This situationsuggeststhat,for maximumperformance,
cryptographicsupportmustbeprovidedby the individ-
ual devices(e.g., NICs, disk controllers,etc.). Alterna-
tively, cryptographicsupportmustbelocatedelsewhere
in the systemarchitecture(e.g., attachedto the main
CPU,thesystem“north bridge” (asthevideosubsystem
is), or thememorysubsystem.Any of theseapproaches,
if implementedcorrectly, will improve applicationper-
formanceby reducingcontentionfor thePCI bus,but at
the sametime will createnew challengesfor operating
systemsthathave to supportthesenew devices,suchas
sessionmigrationandfail-over(whichtheOCFsupports
by design,aswe discussedin Section3).

Although the OCF doesnot directly take advantageof
NICs that support IPsec-processingof�oading, since
they arenotgeneral-purposecryptographicaccelerators,
wehaveextendedtheIPsecstackto usethem.Thecards
of this type we are familiar with are 100 Mbps full-
duplex Ethernet,andit seemsreasonableto assumethat
they canachievethatperformance,givenourresultswith
dedicatedcryptographicprocessors.Unfortunately, at
thetime this paperwaswritten,we did nothave enough
informationto write a device driver that could take ad-
vantageof suchfeatures.We arealsonot awareof any
commercially-availableharddrive controllersthat pro-
videbuilt-in encryptionservices.

6.3 The Effect of Small Requests

The natureof the challengefor operatingsystemsand
their supportfor cryptographyis clear. On every mea-
surement,withoutexception,small-sizedoperationsfare
muchworsethanthoseperformedon largedatabuffers.
In somecases,buffer sizein�uencesperformancemore
thanthechoicebetweenhardwareor softwarecryptog-
raphy. This suggeststhat theper-operationoverheadis
very high, and this is clear from the larger datasizes,
which get close to the throughputadvertised by the
boardmanufacturer, which we presumeis “best-case”.
In this respect,our �ndings con�rm thoseof [15]. Since
many cryptographicprotocolsaretransactionalin nature
rather than bulk transfers,thesesmall dataoperations
will be the commoncase. Energy shouldbe spenton



reducingtheoverheadof suchcases.

As wementionedin Section5.2,thereareseveralpossi-
bleapproaches:request-batching,kernelcrossingand/or
PCI transactionminimization,or simply useof a faster
processor. Thesearemorecost-effective solutionsthan
deploying a hardwareaccelerator. In situationswhere
bulk data transfer is the norm (as may be the case
in the variousStorageArea Network technologiescur-
rently underconsideration),cryptographicaccelerators
candrasticallyimprove performance,especiallyfor the
more “expensive” algorithmssuchas 3DES. Unfortu-
nately, therewereno commerciallyavailablehardware
acceleratorsfor AES supportedby OpenBSD,so we
cannotcomparethesoftwareandhardwarecasesfor that
algorithm. However, recentattacksagainstAES make
likely thecontinueduseof 3DESin many environments.

6.4 Other Optimizations and Future Work

Smarter load balancing. The load-balancingcur-
rently donein OCF, asdiscussedin Section3, is very
simple.It performsload-balancingof sessions,by keep-
ing a recordof theactive sessionsperproducerandse-
lecting the least-loadedone. However, not all sessions
areequivalent in termsof processingrequirements:an
FTP-over-IPsecsessionwill usetheOCF moreheavily
thana telnet-over-IPsecone. Furthermore,the current
schemedoesnot performload-balancingfor public-key
operations.Finally, all producersof cryptoservicesare
consideredequal,in termsof performance.All theseis-
suespoint to severalpotentialimprovementsthatcanbe
madeto theOCF.

For example,drivers can statetheir peakperformance
(experimentallymeasured,using the vendor-provided
numbers,ormeasuredatsystemboottime),andtheOCF
cankeepa recordof the numberof operationsactively
pendingon eachdriver. However, this requiressessions
to be simultaneouslyestablishedon all thesecards;as
thesecardshave a limited amountof memoryfor ses-
sioncaching,this approachis perhapsnot optimal for a
verybusysystem.Onepotentialsolutionis to allow the
OCF to do dynamic load-balancingof sessions,repli-
catingandtearingthemdown on additionalcardsbased
on their measuredtraf�c, by maintainingsessioninfor-
mationinternally. Asymmetricoperationsareeasierto
load balance,as they do not dependon the conceptof
thesession.An additionalbene�t of implementingload-
balancingin this way is that we can let the software
driver handlesmall requests,reducinglatency, anduse
thehardwareproducersfor largerrequests.Onecompli-
cationto thisis thatmany cards(e.g., Hifn) donotexport
internalstatesuchasIVs or intermediateMAC results,

whichmakessuchsessionsharingdif�cult.

Algorithm-chaining across cards. It is possiblethat
an OCF consumerneedsto chain togethera number
of cryptographicalgorithms,but no hardwareproducer
implementsall these. Currently, this would causethe
sessionto be establishedon thesoftwarepseudo-driver
(which implementsall algorithms).However, by main-
taining sessioninformationinsidethe OCF, it is possi-
bletocreate“virtual sessions”acrossmultiple(hardware
andsoftware)producers.In this case,theOCF will is-
suemultiple sequentialrequeststo the variousproduc-
ers,invoking theconsumer-speci�edcallbackroutineat
the end. We have a prototypeof this, but we needto
furtherevaluatetheperformanceimplicationsandtrade-
offs of doingmultiplePCI transactions.

Asymmetric Multiprocessing (AMP) support.
There is an increasing number of multi-processor
systems. Most of theseunder-utilize the secondary
processor, as many modern tasks are I/O-limited.
Furthermore,it seemslikely that the �rst version of
SMPsupportfor OpenBSDwill beverycoarse-grained:
only one processor(and process)can be inside the
kernelat a time. An alternativeapproachis to designate
the secondaryprocessoras a dedicatedcryptographic
acceleratorthat registerswith the OCF as such. No
specialsupportby the OCF is necessary, and we are
currentlyworking towardanimplementationof this.

OpenSSL support algorithm-chaining with OCF.
As we mentionedin Section4.2, TLS and SSH use
the OCF at the granularity of the algorithm. That
is, if both an encryptionanda messageauthentication
(MAC) algorithm have to be applied on an outgoing
message,there will be two distinct calls to the OCF
via /dev/crypto. (Thesamesituationholdsfor incoming
messages.)SincetheOCFsupportsalgorithmchaining,
thereis no reasonwhy OpenSSLcannottake advantage
of this to reducethe numberof user/kernel crossings.
This requiresmodi�cation of the TLS implementation
in OpenSSLandof OpenSSH,to supportthis algorithm
chaining. While this is purely an implementationmat-
ter, thecomplexity of theOpenSSLcodeis a signi�cant
deterrentto progressin thisdirection.

Minimize number user/kernel crossings and data
copying. In mostpracticalusesof theOCF(especially
in protocolslikeTLS or SSH),anapplicationissuesone
or morecrypto requestsvia /dev/crypto, followed by a
write() or send() call to transmitthe data. Similarly, a



read() or recv() call is followedby anumberof requests
to /dev/crypto. This implies considerabledatacopying
to andfrom thekernel,andpotentiallyunnecessarycon-
text switchingbackandforth. An alternative approach
is to “link” somecrypto context to a socket or �le de-
scriptor (whendoing application-level �le encryption),
suchthatdatasentor receivedon that�le descriptorare
processedappropriatelyby the kernel: for example,a
TLS implementationmight constructa datarecordand
simply write() it to the socket (onedatacopy andker-
nel crossing),only to have thekernelpassit to theOCF
for processingbeforeactuallypassingit on to TCP for
transmission.Thisrequiressomedisciplineby theappli-
cation,which mustsetthe stateon the socket andonly
write() appropriately-formattedrecord,aswell assome
supportin the kernel to decodeincomingTLS or SSH
framesfor processingby the OCF beforepassingthem
on to theapplication.

Another potentialapproachis to do “page sharing” of
data buffers; when a requestis given to /dev/crypto,
thekernelremovesthepagefrom theprocess's address
spaceandmapsit in its own. Whentherequestis done,
the kernel re-mapsthe pageback to the process's ad-
dressspace,avoiding all datacopying. This workswell
aslong as/dev/crypto remainsa synchronousinterface.
If processesare allowed to have multiple pendingre-
quests,accessesto that pagewhile it is being shared
with the kernelmustbe caughtandhandled,similar to
thewaycopy-on-writeof memorypagesis handled.An
alternative is to block any processthat tries to access
suchpinned-downpagesuntil thecryptorequestis com-
pleted. Obviously, pagesthat aresharedbetweenpro-
cessescan causesimilar problemseven in the current
modeof operation. Operationsthat crosspagebound-
ariesalsohave to bedealtcarefully.

7 Conclusions

We presentedthe OpenBSDCryptographicFramework
(OCF),aservicevirtualizationlayerimplementedinside
thekernel,thatprovidesuniformaccessto cryptographic
hardwareacceleratorcardsby hiding card-speci�cde-
tails behinda carefullydesignedAPI. Otherkernelsub-
systemsanduser-level processescanusethe API with
symmetricandasymmetricalgorithms.TheOCFoffers
several other features,suchas load-balancing,session
migration,andalgorithm-chaining.

Our performanceevaluation demonstratedthe OCF's
ability to utilize available acceleratorsto within 95%
of their peakperformance.This validatesour decision
to designfor easeof useby applicationsandseamless

supportfor new accelerators,over a device-speci�c ap-
proachwhichshouldbeableto fully utilize thatdevice's
capabilities. In addition, we demonstratedaggregate
(acrossseveral concurrentapplications)throughputfor
3DESencryptionin excessof 800Mbps. Furthermore,
useof hardwareacceleratorscanremove contentionfor
theCPUandthusimproveoverallsystemresponsiveness
andperformancefor unrelatedtasks.

Ourevaluationalsoallowedusto determinethatthelim-
iting factorfor high-speedcryptographyin modernsys-
tems is data copying and the PCI bus. Furthermore,
smalldata-buffersshouldbeprocessedin software,free-
ing hardwareacceleratorsto handlelarger requeststhat
better amortizethe systemand PCI transactioncosts.
On theotherhand,multi-threadingresultson increased
utilization of the OCF, improving aggregate through-
put. We maderecommendationsfor future directions
in architecturalplacementof cryptographicfunctional-
ity, operatingsystemprovisions,andapplicationdesign,
anddiscussedseveral improvementsandpromisingdi-
rectionsfor futurework.
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Appendix A: OCF Kernel API

� int32 t crypto get driverid();
int crypto register();
int crypto kregister();
int crypto unregister();

Usedby devicedriversto registerandunregistersymmetricandasymmetricalgorithmsupportwith theOCF.

� void crypto done();
void crypto kdone();

Calledby devicedriversoncompletionof a request(symmetricandasymmetric,respectively).

� int crypto newsession();

Calledby consumersof cryptographicservices(suchastheIPsecstack)thatwishto establishanew sessionwith
the framework. On success,the �rst argumentwill containtheSessionIdenti�er (SID). Thesecondargument
containsall thenecessaryinformationfor thedriver to establishthesession(keys,algorithms,offsets,etc. The
third argumentindicateswhetheronly hardwareaccelerationis acceptable.

� int crypto freesession();

Calledto disestablisha previously-establishedsession.

� int crypto dispatch();

Calledto processa request,encapsulatedin its only argument.Thevarious�elds in thatstructurecontain:

– TheSID.

– Thetotal lengthin bytesof thebuffer to beprocessed,

– Thetotal lengthof theresult,which for symmetriccryptooperationswill bethesameastheinput length.

– Thetypeof input buffer, asusedin thekernelmalloc() routine. This will beusedif theframework needs
to allocatea new buffer for theresult(or for re-formattingtheinput).

– TheroutinethattheOCFshouldinvokeuponcompletionof therequest,whethersuccessfulor not.

– Theerrortype,if any errorswereencountered.If theEAGAIN errorcodeis returned,theSID haschanged.
The consumershouldrecordthenew SID anduseit in all subsequentrequests.In this case,the request
maybere-submittedimmediately. Thismechanismis usedby theframework to performsessionmigration
(movea sessionfrom onedriver to another, becauseof availability, performance,or otherconsiderations).

– A bitmaskof �ags associatedwith this request.Currently, theonly �ag de�ned is CRYPTO F IMBUF,
which indicatesthattheinputbuffer is anmbuf chain.

– Theinput andoutputbuffers. Theinput buffer maybeanmbuf chainor a contiguousbuffer (asidenti�ed
by the�ags). Theoutputbuffer will beof thesametype.

– A pointerto opaquedata.This is passedthroughthecrypto framework untouchedandis intendedfor the
invokingapplication'suse.

– A linked list of operationdescriptors,which indicatewhat operationsshouldbe applied,and in what
sequence,to the input data. Thedescriptorsindicatewhereeachoperationshouldstart,the lengthof the
datato beprocessed,whereon theoutputbuffer shouldtheresultsbeplaced,thekey materialto beused,
andvariousoperation-speci�c�ags (e.g., whatInitializationVectorto usefor CBC-modeencryption).

� int crypto kdispatch();

Similar to crypto dispatch(), for public-key operations.


